Summary

WS@ASE (GKS /f2dzR .L.LR2.LJI8.2.Y...CNL.Y.S A2 NJ oo C
aAONRPaA2D 1t NIKB 1§ 580 6 R...CNE.Y. S A2 N oo, M N
D2 OSNY NEAZUNAUD. ..ottt ettt e et este s et ate e eere e, M O
Al Y I ASY SY . DINBZLIA oottt M N
T o B O B N TN =T~ Y A TR M p
RS- NI A NN O ST o V= 7 - TSR M C
SR NI N @ N T (B0 0= - TR M T
LT dzNBD INRPORBSIE & 02 YVANB.E..QM LoD YRY
t NEB@Syid FOOARSyYy Gt OKL.Y.3S4. . .6.8..dzAy 3. .NB.A2dZND.S...£.2400 &
/| 2y 0NRE |yR | dZRAG @&2dzNJ.NBA.2.dz2NDSA...a28. .. .dzaAy. 3. L1 dzNBu st 2 f
NS NIBA S Gttt ettt et et et et e e et e et et et et e et et e et ettt et et et e et et et e e et e e enanas H N
I N ST A= I A O O X =T WV AN A O =Y 0 AT H M
2 KFEG FNB !'T dzNB...t.2. 8. 808 AYA2.La @S A K. i) H M
/| 2y &ARSNI 02y a.. . F2NLLI.dZNB...£.2 8. A.Q8 e, HH
I'T dz2NB | Oa @S S5ANBQO2NE...QLILAINE. . L5 0 e, HH
2 KSYy G2 dzaS ' 1 dzNB....1.0.a.8S. . 5EANB.OL2NEK .o HO
/ 2YLI NB I dzi KSy o OF a.2.y... LY. R..L.dz. K2 NRL.L.o.2.Y e, H N
LRSyoalGe FyR ! 00Saa..al.yl.asSY.Sy.d. . .0.Ll.al . e, H
O QT T 1 A= 16 A T A (00 = Y TR Hp
12 Oly L O2yySOiG ! Oa@S...5ANRQIL2NE...4A.G.K.. 1.1 .dzNB....LH5pK
2 KGO dzINBF YOG 2 NI L0zl K Sy, Qb d.2 et HPp
2 KFGUa /2y RA.2YLEL. C).().S..a.a .............................................................................. HC
2 KlFG A& ARSyole | y ..... L.OOSAE. YLy LISY.SY 0K e, HC
2 KSy (i2 dza$S !'1T dzNBAAYS A édzzi).A.yﬁ.S.zﬁ) ax....ﬂ..z .................................................. HT
2 KSy G2 dzasS !'1daNB !5 dzA AY.S.4.4...0.2....0.dz48.0.2.Y.S.NJ..4.... H.LHOTK
2 KSy G2 dza$S ' 1 dzNB .l.5..LRSy.a.i.. . .t.NR.(.S50a.2. Y. K., HT
5SaArdy T2 NJ...I:..f).C).S.é..é.....I\LB.Qi.Z\.S.ﬂé. ........................................................................... HY
584A3y YIyladSR.. ARG Y .8.8 8 e, H o
5SaArdy F2NJ .!...T...dzN.B ..... Y. S8 b Azl on
. 840 LN} Oo0Sa T2NJLNEBJ.dzS.a.0.y. 3. LISNNAZAAZY. & oM
AA NI OS .2 Ll dzNBo ettt en e, QH
C20dza 2Y YAINL A2V SO2NI 8 e O H
LRSI @A ANI.0. 2.y 82 2. 8ttt O H
{StSO0G ' RIFEGEFGLAS. . .YAINL 8.2 Y. 0BLIS e 0. H
I T dzNB  5.L.dl...... 2 =SSOSO 0.0
/ 2YLI NB LYLRNIK9ELRNI... LY. R..5L.GL....... 2B e, Do
T dzNB { G2 NF 3.8 . NBRAZYREY OB e on

(IR ST NN 7 3 R U UO U USRS on



WSRdzy RF yO& AY (.KS..LINRAY.LNE. . .NBEIAZ Y. an
WSRdzy RIFyOeé Ay L. .AS 02y RELNE. . .NBIAZY e ap
wSFR 1 00S8Saa (2 RIGL..AY...0KS..a802y.RELNE..NBIA2Y. ... oc
5dz2N} o Af AGe FyR @k AfLaAfAlR...0.8..20dz0l.35...4a.0S8yL.NAR.20c
5dzN} 0 Af AGe | yR | @I Aflh.aAf.Adg...6.8..2dz0l.35.. 408y L. NR.20T
T OZNSB @ 2. ) AL 2 NT et ettt ettt ettt ettt en e o.T
WSOASE 11T dzNBO REAAERNI.L L. LI, ay
LRSyoF& RIGI a2dNDSa.. . Ly.R..LQ.

[ dZNB a2y AG2NI [.2.34...0.[.23.. Ly.Lf.
2 KIG A& ' T dNB az2yAdz2NL.[.234..
2 2NJ AL OS RSLI.2EBY.SY . . Y2 RS E. 8 e oM
dzZNB a2y AG2NI [ 234 ...42NL.4L.0S5..1L.008484.. . Y.2RS . non
ST - T T S @ 1 YA N~ - OO nn
074 N ST = T N e = - TR non
074 NI ST YA W S U < - TSROSO LM

o b ST S T T B0 = IO = I S N SO RRRORORON nH

[—"

a
I
i
i

—"

7, N A o O N A O 40 = SO T 0 £ - WO TR R PSRRI nH
77 N A T 0 0, VO O =N U=V 403X T TSP no
T AZNB  { A GG WS O2 S NEB oottt en ettt ae s te e tene s no
ARIRFGE &ad2N)r3S az2f.dze.2y..F2NLNBEL La2y.Lf. . RLOL....§6¢0
St SO0 | adNWzOG dzNB.A....RL.{O.L....LINR.RAzOO....a. Y. L.0.QKA.Y.3.D......1 N
FaFrolFasS aQLEAY. T A0NIL USSR e, nn
NRB GSOUG &2.dzNI . RELAE.GLEES. e oo

dzi KSyaOlFaS G2 I y...LdzNE.. . { v 5L 0.0l a8 i, m
aA3dy F2N aimIzRbzErNBzRERY.RLEABY.A e, n
074\ ST VA IO - O ¥ o T - Y TR n
2 KSYy G2 dz&8S 11 daNB.fo oo B bl Db B S e n
(868060 FyR ! T dzNB { V.5l ib.6.b.2.8 LINKOAY.Z. Y2 RE ... n
T A P W= T © N R O T U o T - 0 T A~ - 00 S oc
N IRV 0 S0 0 Y 8 0 VR ok BSOSO nT
126 11T dZNB  { V[0 Q1 0ZLI B2 NJ B ny

| 2¥BRSNY a2y a F2NL.LILANB. . {.V.]. ... (0 3 B e 0 R ny

- g~ U -

—_ U))
O T T ©

(@]

dzZNB KA3IK @ AtrFoAftAGeE | yR..RAAL.AGWSNILNBEO2ASNE. . . FuoSH §d

.

I AIK FGFrAtFOoOAEAGE 6AGK (KS..DSY.SNLf..t.dNLR.ASkK.{.0knyyRI N
I AIK F@FAEFOoOAEAGE 6AGK (KS....dzAAY.S&A. . L.NR.QL.L. k.t N A d:

QY ONEB LI 2 Voot Yo Sl K2 R A ettt st aenn n o
| A3K F@FAfFoAf AGISRNILAALK. . 0.KS... . L.A&.LISNEOL.£.S. .. .80 i) p N
T dzNB {v][ al yh3ASR..LY.AGLY.OS8 e p N
T dZNB 51 GF 0 ha.S. . B2 NI a Bl Ve p M



dzNB 5FGF ok a8 . F2NL.L. 280 3N LVl p M
0PN ST = - U 2 - - Y TS pH
2 KSY (12 Sdzd @ EIVI2GZNIS......oooeeeeeeeeeeeee et p H
I'Tdz2NB {G2N}3S (Gl ofSa
AIK I @FEAfFOoAEAGE YR RAALAGSNILNBO2ASNE.. 2Lk 2.y 4. pFo2 NJ
vl {SNIBSNJ NHzy yAy3 2y..L1L.dNE.. £ANI.dz f..aL.OKAY.S.....po
{v[ {SNBSNIWANB& F2NJ ! l.dzNB...£ANI.dz.f...aL OKAY.S............... p.n
lfgled hy ClFAf2@SNLLEdZALSNILLY.AGLY.O88 e, pp
lftgled hy | @LALLOALALE ANRAZLIA. .o, pp

[ 23 8 KA LILIA Y Tttt ettt ettt en ettt n et enen s p.C

TG N ST O N T TV @ = 7 = 0 N SRR pT
AZNB 51 Gl ChiOl. 2 NEB ettt pT
dZNB {8y I LIS Ly f B8 Q8 et py

VA S == T 1 O A~ 0 O = X~ Y- VOO py

T dzZNB 5Fd4F CIFOG2NeE @A&..L1.dNB.. . {.8y.l.LJAS. . . LylL{gala..pd

o NI ST TR YA U = -GPSR p o
NI ST R N 0o T NN W VOO p
dZNB 5 F G F [k .Sy £ Bia O, cn

(o P4\ ST A VT NS ST N A N/ OO0 00 - = T © X TP c

—_) = 3 =) =) =) ) = = =) )
Q
0]
o Z
: >
n
S
o
2 O o

o
N
P
o)
~~
N
o
-
e
Mo
pd
e
tw
tn
3
T

/

ESGSNYAYS GKS. AL2NE IS 8. SN c
/| 2YAARSNY 02y aABANL.AG2NL.IS. . A88.0dzZNI oo, c
/| 2YAARSNI 02y 4. E2NL.A2D. . RSE.SUS e c
| 2YAARSNI oW E ST ANBIAMIZ NIB ..o c
I 2YLI NRAY 3 8aG2NL3AS. LE.002.d2/ 0.8 e c
¢ceLiSa 2.7F... = o - OO C
e N ST O W 0= 1 VOO TR PRSP TR URTRRTRT c
NI ST O £ O 0 U= OSSPSR C
2YLI NB ' T dzNB 5F 41 [.E3.S...0.2..1.1.dNE..... f.2.0....{.0.2.N2..3.5...c
VR NN S S @ Yo v N SO C.
T dzNB £ A NI dzl fo.a b O KA Y .S 8. Q@0 c
5SGSNYAYS G(KS YAMMNA.dAZ. £ Y.L OKAY.S  Floeeeeeeeeeeeee, c
' T dzNB +ANIdzZh £ .al.QKAY.S4. . 20LL.S5 . AS0& el T

2 KSy (2 aStSOG OANIdzf.. YL OKAY.84.. .8.0k6.8. 88080 ... T

No
<,
Q)¢
>
Py
7))
Z
[N
(¢}
No
<
QX
H
b
Z
=
f¢
:C:\
ho
Z
=
tu
w»
N
&
c
Qx
0
o o

o |

— O T © |

~ —

zZ 2z 9 88 < < <

o
N
&
I+
>+
2
&
o
N
-
o1
t
o
—
N
N
i—
(=]
H+
in
_C‘
3
T



/| K22aS | 02YLJziS &aSNBAOS.. T.2NJ..2.2dzNJ. LLILIK.AQL.a.2.y...... T H

[ 2YLI NRAY3I /2yGFAYSN ! LA ¢A0K..2.0KSNIL.L.I1.dzNE...O2y.0.L.thoy SN
T dzZNB /2 Yk Ay SINI L LILJA ettt e e TO
I 4N\ ST U O S 30 N 7 5, S @ 1 2RO I0
LT dzNB 7 2V 01 AY.SNLLY.AALY.OS & e esiean T T
T dzZNB Y dzo SNY.S.0.85.8... L. .SNIBAOS ..o eenensnseeeen T P
TG 74NN ST Ol e v A @ =N Y - OO Tp
I 4\ ST =T 1 V@ N O | - VOO TC
' T dz2NB CdzyOe2ya QA..LILANB..[.23A0. L LLRE. . TT
T dzNB 1 LILT L2 0 32N @20 ettt TT

T O Y T TR 2= 70V A0 £ TP Ty
NS NIZA S oottt ettt et et s e et et e et et et et et et et et e sttt et et eae et tereeteneneas Ty
Y S8 O2Y 0 LI ettt s ers s atensneneensene e Y
FE= R I =Y S Y A1 - NSRS o« o

FTdZNB [ F OKS. F 2 NI WS RA G et ensn s Y]]

[ 2YLI NRAY 3 YSAaaLAAY. 3. A25.028.2 Y 8 oo y M
NG 74N\ ST (S VN 7 1 O @ X R o - WO Yy M
/| 2YAARSNI dza Ay 3. . {.SNIBAOS......dz&....1j.dzS8.dz8 & ...cooovieeeeeeeeeeeeen) y. O
I 2NN STRRVAN FAS o P4 TN 00 1= 0\ N = 1 OO TTP y 0
I 2YVE&ARSNI dza A V. 3. {.0.2.NE.3S.  [.dzSdzS 8. ..o y 0

[ 2YLI NAYy3 YSaal 3S. . .LyR.SASY.0..4.25.020.2 Y8 ccccevevieeiieceesieenennY O

t NEGAAAZ2ZY NB&a2dz2NDSa& 640K LYINLAGNYZOL.dZNE...L.A...L.2RS noL |

NG 74N\ ST s v S U N WY - VRO y. n
(oI ST N 3 S TR y
I'T dzNB . f dzSLINR y (4. 84, L.wa.. ¢S Y LE LA.SE e, Y. p

S5AalFa0SNI wSQ2.ASNE...{.2.5.028. 2.0 8. .ccoiieiieieceeeeeeeeeeeeeeeeeeeeeeeee e eseennsenn ) C
LT dz2NB ... O 5 o .4 G SO OO OO OPORRRUTN VA o
e S Y A O U0 - T <~ ORI VAR
aAONRaz2D ! 1 d2NB . .01.dz2J. {.SNIBAOSA. .0 a2l oD, yy

RS N 00, V0 20 TSRS y
tfFy ANIdz t bSig2WSEHAAYD DRYE ARSI BEYMES.(.A........c....0) y ®
583aA3y 1T dz2NB £ ANOdzh.£... 0. S0 E.2 NL A e y ¢
I 2YYdzy AOIF GS 0SS Sy .. L.IL.dzNB..NBA2AZNDS A ..o y &
I 2YYdzy A OF e NBH MBS 82 WB.A.2.dZNIS. A oo, y
+ANIdzZf bSO62NL. . LRRNBAA ..ALL.OS ., dn
5SAATY YSUB2NL...02.LJ2. 8 2.3 8 e tn
5SAA3Y hdzl 02 dzy R..L.2Y. Y. S.08.8AM0 8 e, b m
e B o T 0 1 U 0 30 - RO OS R RRRTRR Hm



1D DIF OGS A 8 AR S A e, P H
+tbh DIGSHORAL RAKIALL. LAQS Y. LNR 2 A e hH
I T dz2NB 9ELINB&aawz2dziS | yR QELINBA&AwW2.dzG.S...5.ANB.QL...02.ydyoS Os
' T dzNB 9ELINBaawzdzi8..aAdK. . £t.b.  CLAL2ASNL ., o
' TdzNB +tb DIFGSgLAE.. . B4. . 9 ELINBAAW2AZ.S. ..o ho
I A NI ST S VN (T 4 20 AL 0 VOO dp
bSGUe2N] { SOdzNA.G.E...DNR.AZLI..Q.D.{ DU bt
e v N ST o N NN 3 O 0 AR dy
I TdzNB bSiig2N] { SOdzNA.G.2..DNR.dzZLY.. &4, .1.dz2NB...CANBSL.L.Ldhd
DT dzNB FIE 2 B RSN ettt ettt st e et en et e e st en s e ee s nees e en e o)
T dzZNB OB 5.2 2 N ettt ettt ettt ee et etees e e e MM
N S NI A S oot ettt et e et et e et et e et e e et et et e et et e et e et e et e e et e ne e e aen MM
2 K@ dz& S T dzNB..CNER.Y.M....5.2. 2. NK oo, MM
552{ LINRGSO0 2y .2y CNRY L. 5. 2.2 Ndoouoiieoceeeeeeceeeeeeeeee e, M H
280 ! LI AOF 82y ..CANB. AL L.l 0.2 0 Clliceeeeeeesee e M H
TSI NN 7 3 T T S =\ = OO MO
T dZNB 55 2 o LINR .S 0.8, 2. ) oottt en e MO
N S N . S oot ettt et e et et e et e et e et e e ettt et e et et e et e et et et e et et e et e e aen MO
NS I TSR YL U £ T TSRO TRPR ST MO
TSI NN 7 3 T T S =\ = OO M N

| K22aS || 2t R DYVt HOEXFTILBAINE ..o M p



WSOASY GKS [/ f2dzR ! R2LIs2Yy CNJ YSg2N]

¢tKS aAONRa&a2D /f2dzR ! R2LJ

| &2 NINJ WEMI2 IND dzNE | Kia Sly
LN FSaaAz2yltfax FyR o0dzaAyS

v$
aa ﬁééxaxzy YI1SNAR (G2 | OKA
LG LINPOARSE 0Said LINY OaOSazx R2 Y
A0MABSE T2N 6GKS Of 2dzR o

Syiile2ys FyR G224

« Expanded scenarios
« Best practice validation
* Process improvements
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Prepare for new technical capabilities
Scale to meetdemand
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Save costs Improve

experiences and
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Reduce
complexity
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https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/strategy/
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Rationalization option

n Rehost

Also known as a lift-and-shift migration, a rehost effort
moves a current state asset to the chosen cloud provider,

with minimal change to overall architecture,

<

Refactor

Refactor also refers to the application development process
of refactoring code to allow an application to deliver on

new business opportunities.

X Rearchitect

When aging applications aren't compatible with the cloud,
they might need to be rearchitected to produce cost and

operational efficiencies in the cloud.

O Rebuild/Mew

Unsupported, misaligned. or out-of-date on-premises
applications might be too expensive to carry forward. A new
code base with a cloud-native design might be the most

appropriate and efficient path.

¢

:I Replace

Sometimes the best approach is to replace the current
application with a hosted application that meets all

functionality required in the cloud.
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Expected business outcome

Reduce capital expensz.

Free up datacenter space.

Achieve rapid return on investment in the cloud.

Experience faster and shorter updates.
Benefit from code portability.
Achieve greater cloud efficiency in the areas of

resources, speed, cost.

Gain application scale and agility.

s Adopt new cloud capabilities more easily.

Use a mix of technology stacks.

Accelerate innovation.
Build applications faster.

Reduce operational cost.

standardize around industry best practices,
Accelerate adoption of business process-driven

approaches.
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Reallocate development investments into applications


https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/plan/
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https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/innovate/
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Pillar | Description
Reliability The ability of a system to recover from failures and continue to function.
Security Protecting applications and data from threats.
Cost optimization Managing costs to maximize the value delivered.

Operational excellence| Operations processdlat keep a system running in production.

Performance efficiency| The ability of a system to adapt to changes in load.
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https://learn.microsoft.com/en-us/azure/well-architected/resiliency/
https://learn.microsoft.com/en-us/azure/well-architected/security/
https://learn.microsoft.com/en-us/azure/well-architected/cost/
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https://learn.microsoft.com/en-us/azure/well-architected/scalability/
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Governance provides mechanisms and processes to maintain control over your applications and resources in Azure.

Overview

Governance involves determining your requirements,
planning your initiatives, and setting strategic priorities.

Applications

Runtime

Middleware

a/s

Virtualization
Servers

Storage
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A typical Azure hierarchy has four levels:

- Management groups
+  Subscriptions

- Resource groups

» Resources
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Effectively combine Azure policy with RBAC
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+ Centralize identity management . s

! Azure AD \
« Establish a single Azure AD instance : B 1 > ‘.-,'

. onnect !

1

1

1

1

1

»  Use Azure AD Connect, or AD Connect cloud sync
for hybrid identity sync

Azure AD is the Azure solution for identity and access management. Azure AD is a multitenant, cloud-based
directory, and identity management service.

On-premises Identities Azure Identities

Active Directory Domain Azure Active Directory
Services
* Internal users

* On-premises users
* Guest users (B2B)
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*  Unified identity management »
»  Seamless user experience
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Allowed by role-based access
control

Verified by conditional access pe g

EEOEN
Monitored by Azure AD Identity . EVUEEEN
Protection EEENE
Confirmed by Azure AD access Resources

reviews

Provide identity and access management for employees in a

cloud or hybrid environment.

Azure Active Directory (Azure AD)

Collaborate with guest users and external business partners ~ Azure AD Business to Business
like suppliers and vendors.

(B2B)

Control how customers sign up, sign in, and manage their Azure AD Business to Consumer
profiles when they use your applications.

(B2C)
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Azure AD B2B enables you to securely collaborate with external partners.

* Integrate with identity
providers

On-premises Identities

&

Active Directory
Domain Services

» Use conditional access
policies to intelligently
grant or deny access

* Require MFA for guest
users
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Azure AD > Invites
--------- > - L R
Connect Azure Active Directory

Internal users
On-premises users
Guest users (B2B)
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External Identities

Business to Business
(B2B)
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Azure AD B2C is a type of Azure AD tenant that you use to manage customer identities and their access to

your applications.

Integrate with external user stores

Provide single sign-on access with a user-
provided identity

Create a custom-branded identity solution
Use policies to configure user journeys

Use progressive profiling to gradually collect
user information

Pass user data to a 39 party for validation
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Active Directory
Domain Services
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Azure Active Directory
« Internal users

*  On-premises users
*  Guest users (B2B)

Azure Active
Directory B2C tenant

-y

Business to
Business (B2B)

SocalDx emal orlocalaccourts
Twitter, Facebook,
Google, Amazon,

Linked|n, and so on.

Business & Goverrment 05

HEd
8

t NPG§SOs2yK

Identity protection is an Azure AD tool that automates the detection and remediation of identity-based risks.

Configure the policies and actively ® A
review the results One P . @
Set the sign-in risk policy to Medium risky user - % § Risky dsers -
and above, and allow self-remediation S §
options 5 =
i i T i i 2|3 S : i
E{T;}:he user risk policy threshold to ri\:koy cigrvins 5 % Risky sign-ins =
Allow for excluding users - emergency £ E
access or break-glass administrator Fi 3|5
accounts Risk ) 0000 =12 Risk detections 0
Send data to Conditional Access or detections
other security information and event
management (SIEM) tool Not all risk detections
make a sign-in or user risky
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Managed identities provide an identity for application authentication.

T

* Azure VMs Any target that supports Azure

. * Azure App Service AD authentication
application using +  Azure Container Instances *  Azure services (Azure Key

* Azure Kubernetes Service Vault, Azure Storage, Azure
» Azure Logic Apps SQE )

The source is an Azure resource.

The target supports Azure AD authentication and Azure RBAC.

There is no credential rotation or certificate management.
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Why use Key Vault?

Separation of sensitive app information from other configuration and code, reducing
the risk of accidental leaks.

Restricted secret access with access policies tailored to the apps and individuals that
need them.

Centralized secret storage, allowing required changes to happen in only one place.

Access logging and monitoring to help you understand how and when secrets are
accessed.

Implementing Customer Managed Keys for Azure services

When to consider multiple Key Vaults:
RBAC vs Policies
Performance
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When building an app that uses Azure AD to provide sign-in and access tokens for secured endpoints, there are
a few good practices you should follow.

--------------------------------------------------

When registering an © Only ask for the In addition, when ' Apps should
application in AAD, ! permissions required | requesting . gracefully handle
consider business + for implemented app permissions for app i scenarios where the
and security needs i functionality. Don't ! functionality, you i user doesn't grant

of admin consent ! request user consent should request the ! consent to the app
versus user consent. i for permissions that ! least-privileged i when permissions

¢ you haven't yet access. ¢ are requested.

i implemented for
* your application.




aAdINIGS G2 ! 1 dzNB

@ Odzay A=WY a2y S 2 NI a
et EE L e E Migrating waves (releases)
Plan, Ready, & Adopt establish repeatable process for iterative change

management and digital transformation. Those processes establish waves for
workload migrations.

Migrating effort (iterations) B

: Assess workloads Deploy workloads Release workloads
' Assess each batch of Replicate functionality in Test, optimize, document, & v
: A workloads to evaluate the cloud using laa$, PaaS, review. Release by handing

cost. architecture, & Cloud-native, or other Off for governance,
deployment tooling. modernization solutions. management, & security.

LRSYs aA3dINIa2y ¢22f a
Tol  lusage |

Azure Migrate: * Physical servers and on-premises VMs running in Hyper-V and VMware environments as
Server Assessment preparation for migrating to Azure.

Azure Migrate: * Physical servers and on-premises VMs running in Hyper-V, VMware environments, and other
Server Migration public cloud VMs.

* Performs an assessment of on-premises Microsoft SQL Server databases as preparation for

Azure Migrate: S :
b a7Ases o et ml_gratlon to Azure SQL Database, an Azure SQL Managed Instance, or Azure VMs running
Microsoft SQL Server.
Azure Migrate: * Migrates data from your existing on-premises databases to databases running in Azure.
Database Migration
Azure Migrate: * Assessment of on-premises web apps and migrates them to Azure.
Web App Assessment
Azure Migrate: * Move of large amounts of offline data to Azure by using Azure Data Box.
Data Box
{St SOuU I RFEUlFolasS YAINroa2Z2y uelLIS

Database migrations can be performed offline and online:

Offline » This type requires shutting down the server at the start of the migration.
» Application downtime begins at the same time as migration starts.

» To limit downtime to the time required to cut over to the new environment when the
Online migration completes, use an online migration.
» Uses a continuous synchronization of live data, allowing a cutover to the Azure replica
database at any time

Each migration type supports different source and target database pairs:
* Check for support of your migration scenario as migration tools are updated frequently.
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Home > Create a resource > Azure Dafa Box >

Select your Azure Data Box - X

Destination Azure region * (0
~ | [ westus

Transfer type * @ Resource group * O Source country/region * (@0

© Import to Azure
O Export from Azure

Subscription *

~ | | United States

Azure Dats Box testing ~ | [ mysubscription |

Data Box | Import/Export Job |

Data Box Disk Data Box Heavy

800 1w

Total usable capacity per order Onwards

80+

Total usable capacity per order

35+

Total usable capacity per order

@ Up to 5 disks per order & 10 day use at no extra cost & 20 day use at no extra cost @ Send up to 10 disks per order

@ Supports Azure Blobs, Files, Managed
Disks and ADLS Gen2 accounts
@ Copy data to 1 storage account

© USB 3.1/5ATA interface

@ Refer pricing page for details.

Learn more 4

& Supports Azure Blobs, Files, Managed
Disks and ADLS Gen2 accounts

& Copy data across 10 storage accounts
& 1x1/10 Gbps RJ45, 2x10 Gbps SFP+
interface

& Refer pricing page for details.

Learn more [4

& Supports Azure Blobs, Files, Managed
Disks and ADLS Gen2 accounts
& Copy data across 10 storage accounts

& 4x1 Gbps, 4x40 Gbps interface

& Refer pricing page for details.

Learn more B3

& Supports SATA/SSD disks. Supported
hardware

& Supports Azure Blobs and Files

& Copy data to 1 storage account

@ SATA I/l interface

@& Refer pricing page for details.

Learn more (2



https://learn.microsoft.com/en-us/azure/databox/data-box-overview
https://learn.microsoft.com/en-us/azure/databox/data-box-heavy-overview

Low-bandwidth network or direct connectivity to

(l;arge on-premises storage is limited by organization Disk or Data Box for import where supported;
ataset W :
policies otherwise use Azure Import/Export
= . S e AZCopy for online transfers; or to import data, Azure
(Ljarge High-bandwidth network: 1-100 gigabit per second P Ecion e R e R
ataset (Gbps) G
ateway
Large Moderate-bandwidth network: 100 megabits per Azure Import/Export or Azure Data Box family where
dataset second (Mbps) - 1 Gbps supported
Small
dataset: a i . . If transferring only a few files, use Azure Storage
few GBs to a O Explorer, Azure portal, AZCopy, or AZ CLI
few TBs
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Parameter LRS ZRS GRS/RA-GRS GZRS/RA-GZRS
Percent at least at least at least at least 99.99995999999999% (16
durability of 99.9999%99999% (11  99.999999999%% (12 99.99999999999999% (16 9's)
objects over a 9's) 9's) 9's)

given year

Availability for
read requests

Availability for

write requests

Mumber of
copies of data
maintained on

separate nodes

At least 99.9% (99%
for Cool or Archive

access tiers)

At least 99.9% (99%
for Cool or Archive
access tiers)

Three copies within
a single region

At least 99.9% (99%
for Cool or Archive
access tiers)

At least 99.9% (99%
for Cool or Archive
access tiers)

Three copies across

separate availability

zones within a single
region

At least 99.99% (99% for Cool
or Archive access tiers) for
GRS

At least 99.99% (99.9% for
Cool or Archive access tiers)
for RA-GRS

At least 99.9% (99% for Cool

or Archive access tiers)

Six copies total, including
three in the primary regicn
and three in the secondary

region

At least 99.99% (99% for Cool or

Archive access tiers) for GZRS

At least 99.99% (99.9% for Cool or

Archive access tiers) for RA-GZRS

At least 99.9% (99% for Cool or

Archive access tiers)

Six copies total, including three
across separate availability zones in
the primary region and three locally
redundant copies in the secondary
regicn



~

5dzN} oAfAlGe YR | QFAfl oAt AGE o0& 2dzil 3S ao

Qutage scenario LRS ZR5 GRS/RA-GRS GZRS/RA-GZRS
A node within a data center becomes unavailable Yes  Yes  Yes Yes

An entire data center (zonal or non-zonal) becomes unavailable Mo Yes Yes! Yes

A region-wide outage occurs in the primary region Mo Mo Yes Yes!

Read access to the secondary region is available if the primary region becomes Mo No  Yes (with RA- Yes (with RA-
unavailable GRS) GZRS)
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I L ) Monitoring
Data sources 1 lAppll:allon Container VM Solution
Application i :
PP : Data stores
i ' = a8
o shalS ! Visualize - nll I
FOELIEREET : lDashboards Views  Power Bl Workbooks
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! A
I
1

Azure Resources I A
—> Analyze il [
Metric Analytics  Log Analytics

Respon:d 0 O

Alerts Autoscale

Analysis, alerting, and

streaming to external systems

Azure Subscription

Azure Tenant

( Custom Sources

"

- =
Logic Apps Export APIs

l .
Integrate C‘
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Azure Monitor collects data automatically from a range of components.

Application data

Data tiers go from Azure Operating System data
applications (highest tier) to Azure

platform components (lowest tier).

Azure Monitor Metrics (Windows
only), Azure Event Hubs, and Azure

Dlagnostlc extension Storage

The method of accessing data
from each tier varies — for

Log Analytics agent Log Analytics workspace

Y

Dependency agent VM Insights

example, installing an agent.

Each data tier can stream to Azure resources data

different external systems.

Azure subscription data
Prioritize and be deliberate on

what data sources you need.

Azure Monitor logs,
Azure storage
(archiving)

|

Azure Directory

Azure tenant data

I T dzNB  a 2 V[AZI2 NU W23 @A
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Log Analytics is a service that helps you collect and analyze data.
1 Azure Monitor stores log data in the workspace
9 Data in avorkspace is organized into tables with properties you can query

A Log Analytics workspace provides:
1 A geographic location for data storage.
1 Data isolation by granting different users access rights following one of our recommended design strategies
1 Sco for configuration of settings like pricing tier, retention, and data capping.
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Eventlogs Il ~— | . fvent
-
Syslog & —_— - Syslog
——
Agents E —_—r . Heartbeat
Custom —
7 —_— MyLog_CL
Logs u - yred-
Alert —2
J— Alert
Rules ° = .
-
‘ Other tables ﬂ
]
]
umE
Log Analytics

_.-"°R;~°

L é%
Centralized: Decentralized:
All logs are stored Each team has their Security audit
in a central own workspace compliance
workspace and created in a requirements further
administered by a resource group complicate this
single team, with they own and scenario because
Azure Monitor manage, and log many organizations
providing data is segregated implement both
differentiated per resource. deployment models

access per-team. in parallel.

Log Analytics
workspace

Centralized )

Event

Syslog

: . =M Log Analytics
: Decentralized _@workspace

m Log Analytics

workspace

Other tables
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How does the access  * You can view all logs in the workspace you  + When you access the workspace for a

mode work? have permission to. particular resource, resource group, or
* Queries in this mode are scoped to all data subscription.
in all tables in the workspace. * You can view logs for only resources in all
» This is the access mode used when logs are tables that you have access to.

accessed with the workspace as the scope.  + Queries in this mode are scoped to only data
associated with that resource.

Who is each model Central administration Application teams
intended for?

What does a user Permissions to the workspace Read access to the resource
require to view logs?

What is the scope of Workspace Azure resource
permissions?

Qx
(0p))

- {OSYyl N& 24

Azure Monitor
1 You need to solution for collecting, analyzing, and acting on telemetry from your cloud and on premises

environments.

Application Insights
1 You need to measure user experience and analyze users' behavior for all external facing applications.

1 You need transaction diagnostics and performance statistics (client and server).
1 You need usage information on requeates, response times, and failure rates of an application.

Azure Workbooks
1 You need data analysis and the creation of rich visual reports.

Azure Monitor Logd.g Analytics
1 You need to edit and run log queries.
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Insight

Application
Insights

Container
insights

Networks insights

Resource group
insights

Virtual maching
insights

Azure Cache for
Redis insights

Azure Cosmos DB
insights

Azure Key Vault
insights

Azure Storage

insights

Description

Maonitor your live web application on any platform by using this extensible Application Performance
Management (APM) service that's available in Azure Monitor.

Check the performance of container workloads deployed to either Azure Container Instances or
managed Kubernetes clusters hosted on Azure Kubernetes Service (AKS).

Obtain comprehensive infarmation on the health and metrics for all your network resources. Use the
advanced search capability to identify resource dependencies. Searching by your website name to
locate resources that host your website.

Triage and diagnose any problems your individual resources encounter, while offering context as to
the health and performance of the resource group as a whole.

Maonitor your Azure Virtual Machines, Virtual Machine 5Scale Sets, and other virtual machines. Analyze
the performance and health of your Windows and Linux Virtual Machines, and monitor their processes
and dependencies on other resources and external processes.

Rewview a unified, interactive report of overall perfermance, failures, capacity, and operational health.

Get information on the overall perfermance, failures, capacity, and operational health of all your Azure
Cosmos DB resources in 3 unified interactive experience.

Maonitor your key vaults by using a unified report of your Key Vault requests, performance, failures,
and latency.

Do comprehensive monitoring of your Storage accounts via a unified report of your Storage
performance, capacity, and availability.
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Availability Set Availability Zone Azure Site Recovery/Paired region
Scope of failure Rack Datacenter Region
Request routing Load Balancer Cross-zone Load Balancer Traffic Manager
Network latency Very low Low Mid to high

Virtual network VNet VNet Cross-region VNet peering
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You need a globally distributed, multi-model R Ve

database with support for NoSQL choices. DBsoftwareor  ———— [t
host 0S? SplOyIDe

You need a fully managed, scalable MySQL lN"
relational database that has high availability Relational Relational saL Apps compatible

: ase Database Type? e with Azure SQL
and security built in at no extra cost. e Server i

= Document/Graph
You need a fully managed relational database l 1
y 9 Key/Value SQL Server on Noy Yes Azure SQL

that provisions quickly, scales on the fly, and Aziire VMS Database
s dha s e A . A C
includes built-in intelligence and security. ki
You ‘nee.d to .hOSt enterpnse SQL Server Azure Database Azure Database Azure Database
applications in the cloud and have full control for for for

MySQL Postgre SQL MariaDB
over the server OS.

51 dFrolFasS aorFfAy3a adaN)y dS3e

The following table identifies key points to remember before choosing Vertical/Horizontal scaling.

T S T

Do you have to manage and scale multiple Azure SQL databases that have SQL elastic pools.
varying and unpredictable resource requirements?

Do you have different sections of the database residing in different parts of Horizontal scaling by Sharding works
the world for compliance concerns? best.

Are there dependencies such as commercial Bl or data integration tools where Use Elastic database tools and elastic
multiple databases contribute rows into a single overall result for use in Excel,  query feature within it to access data spread
Power BI, Tableau, or Cognos? across multiple databases.

Consider cost together with your scaling strategy to find an optimal solution.

t NPGSOG &2dzNJ RIGFol as

Use a layered (defense in depth) approach to data protection.

@ F& ®
Network security Identity and access Data protection Security management

lI]"

+ VNet + Authentication options: Azure AD, Emypbon—ln—use (Always « Advanced threat detection
SQL Auth, Windows Auth
» Firewall rules, NSG + SQL audit
L + Azure RBAC + Encryption-at-rest (TDE)
« Private link « Audit integration with log
+ Roles and permissions « Encryption-in-flight (TLS) analytics and event hubs
+ Row level security « User-managed keys « Vulnerability assessment

«» Dynamic data masking

.

Data discovery and classification

Microsoft Defender for Cloud



7z

l dzi KSy o Ol GS G2 Iy 1T dNB {v[ 5FGlFolas
&

AR
Azure A'D' Database
« SQL database supports two types of Administrator
authentication - SQL server authentication and I
Azure AD authentication Pl ()
a

sQL !Jl.tabase
SQL server authentication credentials are Azure AD account EEE—
stored in the database t % o

SQL account

S —

* Azure AD authentication uses managed
identities
.. Database users mapped to

- Azure AD identities

~ ~
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Structured Semi-structured Unstructured

o 101010 J 101010
— ololoif oiolol
101010 f 101010

To design Azure storage, you first must determine what type of data you have.

+ Structured data includes relational data and has a shared schema
Semi-structured is less organized than structured data and isn't stored in a relational format
Unstructured data is the least organized type of data

| TdzNB {v] 510l 06l as

Solution
Azure SQL Database is a highly-scalable cloud database
service with built-in high availability and machine learning

sl Key features Azure differentiators
Customer challenge
| want to build modern apps « Single database or elastic pool * Industry highest availability SLA
Pﬁti"tis"yhmum'tenamefg « Hyperscale storage (100 TB+) « Industry only business continuity
with the highest uptime an SLA for RPO and RTO
predictable performance * Serverless compute

« Price-performance leader for

« Fully managed service e S
y 9 mission-critical workloads

« Private link support

* High availability
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SQL virtual machines

Best for migrations and applications
requiring OS-level access

+ SQL Server and OS
server access

+ Expansive SQL and OS E

SQL Server surface area
(vast majority)

« Native virtual network

i
i
'
i
manageability features E E
i
‘
'
i
i

Best for most lift-and-shift migrations to

TdzNB {v[ 5FdtF

Managed instances

the cloud

P Resource sharing

H between multiple

H

i instances to price :
'

Hyperscale storage (up
to 100TB)

: + Serverless compute E

version support : support s optimize . Fullymanegad service: o o.ptim.ize
« Automated [ Fully managed service i+ Simplified performance ! « Simplified
| management for . performance

H
multiple databases s !
!+ Fully managed service i E E

H

i
'

' : between multiple
'

ol asSa

Databases

Best for modern cloud applications

SQL virtual machine Single instance Instance pool Single database Elastic pool
h

Resource sharing

.
databases to price H

'
'
'
'
'
'

management for
multiple databases

« Fully managed service i

4SS LINAOAY3I Y2

DTU Serverless
E " CPU Usage Max
i | e
' . . i $ Inactive Paused
' 2 i 3
- : H
: E '
- e : !
. () : I
; Storage i

» A simple, preconfigured purchase
option.

« A combined measure of compute,
storage, and /O resources.

Flexibility, control and transparency

Independent scaling of compute,
storage, and |/O resources

Intermittent, unpredictable usage

Automatically scales compute,
based on workload demand
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4 databases
100
90
80
2
% 50 —e—DB1
3 40 —e—DB2
5 22 —e—DB3
13 }Al € 2 b § 5 : 4 k¢ D84
Time



Elastic pools

Elastic Database Pool

Shares 125-1500 eDTUs

Azure SQL Database elastic pools are a simple,
cost-effective solution for scaling multiple
databases when you have unpredictable and
variable usage demands.

Elastic Database Pool
Shares 100-1200 eDTUs

Elastic Database Pool

Shares 100-1200 eDTUS

Auto-scale up to 5 eDTUs per DB Auto-scale up to 100 eDTUs per DB Auto-scale up to 1000 eDTUs per DB

2NAT 2yidlt {OFtAy3

Azure SQL Managed Instance Azure SQL Database

Basic, Standard, and General Purpose tiers: Read scale- Basic, Standard, and General Purpose tiers: Read scale-out is

out is unavailable

Business Critical tier: Read scale-out is auto-

provisioned

No applicable tier

Scenario

Manage and scale multiple Azure
SQL databases that have varying
and unpredictable resource
requirements

Different sections of a database
reside in different geographic
locations for compliance reasons

Dependency support for
commercial Bl or data integration
tools, where multiple databases
contribute rows into a single overall
result for use in Excel, Power BI, or
Tableau

unavailable

provisioned

Hyperscale tier: Read scale-out is available if at least one

secondary replica is created

Scaling solution

Elastic database pools and vertical scaling. Use elastic database pools to ensure
databases get the performance resources they need when they need it. Elastic pools
provide a simple resource allocation mechanism within a predictable budget. There's no
per-database charge for elastic pools. You're billed for each hour a pool exists at the
highest eDTU or vCores, regardless of usage or whether the pool was active for less than
an hour.

Horizontal scaling and sharding. Use sharding to split your data into several databases
and scale them independently. The shard map manager is a special database that
maintains global mapping information about all shards (databases) in a shard set. The
metadata allows an application to connect to the correct database based on the value of
the sharding key.

Elastic database tools and elastic query. Use the Elastic database tools elastic query
feature to access data spread across multiple databases. Elastic query is available on the
Standard tier. Querying can be done in T-SQL that spans multiple databases in Azure SQL
Database. Run cross-database queries to access remote tables, and to connect Microsoft
and third-party tools (Excel, Power Bl, Tableau, and so on) and query across data tiers. You
can scale out queries to large data tiers and visualize the results in business intelligence
reports.

Business Critical and Premium tiers: Read scale-out is auto-
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SQL Database and SQL Managed Instances automatically backup.

= —
Data
B Full database
Full backups once a week Bachio

* Full backups once a week -

Z =
- Log =
« Differential backups every 12-24 hours files \
Differential

» Transactional log backups every 5-10 p——

HES E
Transaction log

backup

/2y aARSN2 NRVBANRIZLJ v . I O

Restore in the retention period or use a long-term retention policy

* Restore an existing database to a point in time in the
past within the retention period

* Restore a deleted database to the time of deletion or
to any point in time within the retention period

Retention Long term
period retention

» Restore a database to another geographic region 35 days Up to 10 years

* Restore a database from a specific long-term backup
of a single database or pooled database

* Long term retention uses read-access geo-redundant
sorage®A=GRS) @ 202020 RIS ;
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Azure SQL Database offers three service tiers that are designed for different types of applications:

Azure Region
GW GW GW
EEE A0 @-_
[ Control Ring )
) - .
: Application e o - &
Designed for common workloads PP Primary : N
Replica Failover Spare
Budget oriented balanced compute and : E b capacity
storage 'esnfg&b
Uses nodes with spare capacity to spin up a
new SQL Server instances
Azure premium storage -
Uses LRS and RA-GRS (backup files) (LRS) data/log

N Azure standard storage
% Backup files

(LRA-GRS, LRS, ZRS)
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Azure SQL Database offers three service tiers that are designed for different types of applications:

Azure Region
GW GwW GW
Slale| V-
0 I > Control Ring )
Designed for OLTP applications .-.' e e i N
Application Secondary Secondary
High transaction rate and low I/O latency Raphica Replics

Offers the highest resilience to failures by
using several isolated replicas

Deploys an Always On availability group using
multiple synchronously updated replicas

Secondary
Replica

Uses local SSD storage and RA-GRS (backup
files)

F Azure standard storage
fil
% Backup files | RA-GRS, LRS, ZRS)

Oy ONB/LIYS(IK2RA

Data state Encryption method Encryption level
Data at rest Transparent data encryption (TDE) Always encrypted
Data in motion Secure Socket Layers and Transport Layer Security Always encrypted
(SSL/TLS)
Data in process Dynamic data masking Specific data is unencrypted, Remaining data is
encrypted
Scenario Possible security solution
Secure access from multiple workstations located Use site-to-site VPN

on-premises to an Azure virtual network

Secure access from an individual workstation Use point-to-site VPN
located on-premises to an Azure virtual network

Move large data sets over a dedicated high- Use Azure ExpressRoute
speed wide-area network (WAN) link

Interact with Azure Storage through the Azure All transactions are done by using HTTPS. You can also use the Azure Storage
portal REST API over HTTPS to interact with Azure Storage and Azure SQL Database.
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Azure SQL Database offers three service tiers that are designed for different types of applications:
Compute

noces] Read-Write . Read-Only |
ﬁ lr’rimary ‘P_rimafy SQ anary Log Senvice
SqiServr.exe SqiServr.exe SqiServr.exe
Designed for very large OLTP databases — as N
REPEX RBPEX RBPEX
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Able to autoscale storage and scale compute

Captures instantaneous backups (using
snapshots)
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Restores in minutes rather than hours and
days

Scale up or down in real time to
accommodate workload changes
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Azure standard storage
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Solution
Azure SQL Managed Instance combines security features with SQL
Server compatibility and business model for on-premises customers

-
s Key features Azure differentiators

Customer challenge

. « Single instance or instance pool « Near zero downtime migration
| want to migrate to the cloud, 9 P 9

remove management overhead, « SQL Server surface (vast majority) {00 100 STNDH S
" : ¢ T < :
DUt need I eped « Native virtual network support Fully managed busioass

features like Service Broker, continuity with failover groups

SQL Server Agent, CLR... . ‘ .
Q 8 Pty managed sefvice « Projected return on investment

« On-premises identities enabled of 212 percent over three years
With Azme A it AR Laonect « The best of SQL Server with the
benefits of a managed service
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A fully managed NoSQL database service for modern app development. It has single-digit millisecond response
times and guaranteed speed at any scale.

®.

' Azure
Active
Directory

Automatic and instant scalability
Enterprise-grade security

Business continuity is assured with :
99.999% SLA-backed availability :

Yy
Turnkey multiple region data distribution ! 2]
anywhere in the world § a
. . . : Azure Front
Build fast with no-ETL analytics over g Door

operational data

Broad API compatibility .
Pricing based on usage and storage | Azure DNS

[=]

Geo
replication
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Azure Table storage is a service that stores non-

Differences in behavior
relational structured data (also known as structured
NoSQL data) in the cloud, providing a key/attribute store
with a schemeless design.

» You are charged for the capacity of an Azure Cosmos DB
table as soon as it is created, even if that capacity isn't used.

Query results from Azure Cosmos DB are not sorted in order
of partition key and row key as they are from Storage tables.

Row keys in Azure Cosmos DB are limited to 255 bytes.

Cross-Origin Resource Sharing (CORS) is supported by
Azure Cosmos DB.

Azure Cosmos DB provides the Table API for applications
that are written for Azure Table storage and that need
premium capabilities like high availability, scalability, and
dedicated throughput.

&

Table names are case-sensitive in Azure Cosmos DB. They
are not case-sensitive in Storage tables.

Feature Azure Table Storage Azure Cosmos DB Table APl

Latency Fast. but no upper bounds on latency. Single-digit millisecond latency for reads and writes, backed with < 10-ms latency
reads and < 15-ms latency writes at the 99th percentile, at any scale, anywhere in the
world.

Throughput Wariable throughput model. Tables Highly scalable with dedicated reserved throughput per table that's backed by SLAs.
have a scalability limit of 20,000 Accounts have no upper limit on throughput and support > 10 millien operations/s
operations. per table (in provisioned throughput mode).

Global Single region with one optional Turnkey global distribution from one to 30+ regions.

distribution readable secondary read region for
high availability.

Indexing Only primary index on PartitionKey and Automatic and complete indexing on all properties, no index management.

RowKey. No secondary indexes.
Query Query execution uses index for primary Queries can take advantage of automatic indexing on properties for fast query times.

Consistency

Pricing

SLAs

key, and scans othenwise.

Strong within primary region.

Consumption-based pricing model.

99.99% availability

Five well-defined consistency levels to trade off availability. latency, throughput, and
consistency.

Awailable in both consumption-based and provisioned capacity pricing models.

99.99% availability SLA for all single region accounts and all multi-region accounts
with relaxed consistency, and 99.99%% read availability on all multi-region database
accounts.
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Q Solution
SQL Server on Azure Virtual Machines combines SQL performance, security,
and analytics with the flexibility, security, and hybrid connectivity of Azure

P— Key features Azure differentiators
Customer challenge

| want to migrate to the « SQL Server and OS server access - Free Extended Security
cloud as fast as possible but « Expansive SQL and OS versions Updates for SQL Server 2008 R2
maintain operating system i . :
control and choplete SQL - Windows, Linux, Containers Automated backups, security updates
Server functionality - File stream, DTC, and Simple « Azure Backup Point-in-time restore
Recovery model - Accelerated storage performance

ith A | hi
. SSAS, SSRS, and SSIS with Azure Blob Caching

+ 435 % overall return on an Azure
laa$ investment over five years
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Compare SQL Database SQL Managed Instance SQL Server on Azure Virtual Machines
Scenarios Best for modern cloud Best for most lift-and-shift Best for fast migrations, and applications
applications, hyperscale or migrations to the cloud, that require OS-level access
serverless configurations instance-scoped features
Features Single database Single instance Azure Virtual Machines
- Hyperscale storage (for - SQL Server surface area - SQL Server access
databases up to 100 TB) (vast majority) - OS-level server access
- Serverless compute - Native virtual networks - Expansive version support for SQL Server
- Fully managed service - Fully managed service - Expansive OS version support
- File stream, Microsoft Distributed
Elastic pool Instance pool Transaction Coordinator (DTC), and Simple
- Resource sharing between - Pre-provision compute Recovery model
multiple databases for price resources for migration - SQL Server Integration Services (SSIS),
optimization - Cost-efficient migration SQL Server Reporting Services (SSRS), and
- Simplified performance - Host smaller instances SQL Server Analysis Services (SSAS)
management for multiple (2vCore)
databases - Fully managed service

- Fully managed service

{v][ {SNIBSNJI!5w CSIFddzaNBa F2NJ ! 1 dz2NE =+ A NI dz
Feature Name Protects
Always On Failover Cluster Instance (FCI) Instance
Always On Availability Group (AG) Database

Log Shipping Database
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Analysis Scenario Description
Descriptive What is Azure Synapse applies the dedicated SQOL pool capability that enables you to create a
happening? persisted data warehouse to analyze what now questions. You can make use of the serverless
SQL pool to prepare data from files stored in a data lake to create a data warehouse
interactively.
Diggnostic Why is it You can use the serverless SQL pool capability within Azure Synapse to interactively explore
happening? data within a data lake. Serverless SQL pools can quickly enable a user to search for other

data that might help them to understand why questions.

Predictive What is likely Azure Synapse Analytics uses its integrated Apache Spark engine and Azure Synapse Spark

o happen? ools for predictive analytics. It combines this action with other services, such as Azure

to happen? pools for predict] I b th i th oth h as Az
Vachine Learning Services and Azure Databricks to help you answer what future questions.
Mach S d Azure Databricks to help y hat fut t

Prescriptive What needs to You can use prescriptive analytics real-time or near real-time data to help you identify

be done? solutions for your what action questions. Azure Synapse Analytics provides this capability
through Apache Spark and Azure Synapse Link, and by integrating streaming technologies
like Azure Stream Analytics.
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Compare Azure Data Factory Azure Synapse Analytics
Data sharing Data can be shared across different data Mot supported
factories
Solution templates Solution templates are provided with the Solution templates are provided in the
Azure Data Factory template gallery Synapse Workspace Knowledge center
Integration runtime cross Cross region data flows are supported Mot supported

region flows

Monitor data Data monitoring is integrated with Azure Diagneostic lags are available in Azure Menitor
Maonitar

Monitor Spark Jobs for Mot supported Spark Jobs can be monitored for data flow by

data flow using Synapse Spark pools
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